AM

Authenticate - Authorise - Federate

&

Upgrade to OpenAM !
Protect your investments and get all the latest bug fixes and new
features. Upgrading from Sun Access Manager or OpenSSO s ec

.
Why Upgrade ?

ForgeRock recommends customers running any of the old Sun Ideotityrization and Entitlements

Server, Access Manager or the OpenSSO products to review thisg,anaAM has a tried and tested authorization mechanism used

document before deciding on the best path to upgrade their existiggyicy agents to protect access to web site and J2EE applicatior
environment. All the previously mentioned Sun products are deﬂn(%gér
it

2 o . . e . es. The latest release of OpenAM introduces a brand ne
ONon-strategicO for Oracle following their acquisition of Sun in 2 ﬁ%its mechanism accessedpusing the industry standard >

them are discontinued by Oracle. language. The new entitlements framework is designed to suppc

OpenAMs simply ampgraderather than a migration) for those who grained authorization requirements.

use the old Sxtcess Manager SurDpenSS@roducts, also Installation
known a®racle OpenSSdo protect your investment, you donOt need L

OpenAMand switch to a ForgeRock subscription which meets youflePendenciesn your IT infrastructure other than a J2EE web
requirements for production. container in which to run. OpenAM is a single product that tightly

integrates all of the required Authentication, Authorization, Entitl
There is huge migration riskh moving your existing infrastructure and Federation functionality together into a single unit.
based on OpenSSO or Sun Access Manager to a completely new _ .
product. It will tak@eandresourcesolearn, configure, _ Configuration
customize, tesinddeploy If yowpgradeto OpenAM, itOs just an  The product provides a web based administration interface that |
upgrade on a product you already know, and mateyially all of to use and allows for quick configuration. OpenAM provides
existing configuration and customization will continue ta work  configuration inheritance for both clusters of OpenAM servers ar

. ) AgentsConfiguration inheritangeeans that an administrator only

OpenAM is a fully Open Source project started as OpenSSO by Siéed change a configuration item in a single location and have t
Microsystems, and now overseen, developed and supported by change take effect on all associated servers.
ForgeRock. ForgeRock has continued along the roadmap as it existed
before the Oracle acquisition, and also implemented many new featgégtion Deployment

Our Op(_-:~nAM goal is to build the most frega and comprehensive nedﬁenAM is now distributgidgle industry standard J2EE war file
generation access management product in the market. this encapsulation means that the footprint of OpenAM on a proc
system is minimized, and makes it easy to customize deploymel
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Functionality Securing Web Services
Ensuring the integrity, confidentiality and security of web services through the application of a
Access Management comprehensive security model is critical for both enterprises and consumers. A successful security model

. . . : iates identity data with the web services and creates secure service-to-service interactions. The
OpenAM manages authorized access to network services and resources. By implementing authenfitanG égodel adopted by OpenAM identifies the user and preserves that identity through multiple

and authorization, OpenAM (along with an installed policy agent) ensures that access to protected TeSgll o : - h o ] h -
is restricted to authoﬁzed usEars 9 policy agent) p |n§eractlons, maintains privacy and data integrity, uses existing technologies, and logs the interactions. In

OpenAM, the following web service security standards are implemented:

Supporting 18 out of the box authentication methods and the possibility to extend by developing Custgm " . . ) .
Authentication Modules (Plugins), based on JAAS. (f_lbeny Alliance Project Identity Web Services Framework (Liberty ID-WSF)

WS- Basic Security Profile

Entitlements WS-Trust (from which the Security Token Service was developed)

Providing both a Coarse grained Policy Engine and a Fine grained entitlements service based on XACML . . i . . N

(Extensible Authorization Mark-up Language). %_I;_)g;)r\tzg_\lgsﬁc)slervmes Security standards; Liberty ID-WSF 1.x, WS- Basic Security Profile, WS-Trust

Federation ntiaq[web Services

With the introduction of federation protocols into the process of access management, identity inforrg’a%ork functi imole identit b . llowing devel " Iy invoke th h
entitlements can be communicated across security domains, spanning multiple trusted partners. dé)ver;opingﬁaz?re;pgl?galt(i)c?:sa%znmti’zye\ll\/:g IS)efr‘(/‘li?:e:g\g(;?/SaiellaglvglEginge've opers to easily invoke them when

OpenAM supports several open federation technologies including the Security Access Markup Langu:
(SAML) versions 1 and 2, WS-Federation, and the Liberty Alliance Project Identity Federation Framevgﬁb
(Liberty ID-FF), therefore encouraging an interoperable infrastructure among providers.

P and Web Services Description Language (WSDL)
epresentational State Transfer (REST)

OpenAM can be configured as a SAML 2.0 SP, IdP and IdP Proxy. Policy Agents
Supporting federation standards like; SAML1.x, SAML2 (SP, IdP, ECP and IdP PRoxy), WS-Feder&ReNAM provides a number of policy agents that are available for a variety of web servers and J2EE
(Asserting and relying party), Liberty ID-FF 1.x. application servers. Policy Agents protect the content on the web server or application server. Before a user

can access their requested content, they must first be authenticated to and authorized. OpenAM policy
agents are extremely flexible and can be made to work in complex environments. A full list of available Policy
Agents is available on the ForgeRock website.

Core features
Features Description

OpenAM is delivered as a web archive (WAR) that can be easily deployed as a Java EE application in different web containers. Most configurat

[ O DR are inside the WAR to avoid the manipulation of the classpath in the web container's configuration file. The OpenAM WAR is supported on seve

Portability OpenAM is supported on several operating systems

OpenAM is built using open standards and specifications as far as possible. For example, features designed for federation management and we

Cpem SEEERE on the Security Assertion Markup Language (SAML), the Liberty Alliance Project specifications, and the WS-Security standards.

OpenAM contains a web-based, graphical administration console as well as command line interfaces for configuration tasks and administrative

Ease of Administration : ) .
embedded, centralized data store allows for one place to store server and agent configuration data.

OpenAM services can be accessed by authorized entities only.

Security Administration sec_urit_y ensures only authorized upd_ates are made to the QpenAM configyration data. }
Deployment security implements best practices for installing OpenAM on different operating systems, web containers, and so forth.
All security actions are logged.

Configuration Data Store OpenAM writes the server configuration data to a centralized configuration data store.

OpenAM allows you to view and retrieve user information without making changes to an existing user data. Supported directory servers include

s DR SHEe (NEeiiEies 6.2, IBM Tivoli Directory 6.1, Microsoft Active Directory 2003 and 2008, OpenDS 2.0 and 2.2, and OpenDJ 2.4.

OpenAM can be scaled horizontally and vertically to handle increased workloads, and as security needs change over time. Deployable in confic

Performance, Scalability and Availability et S,

Bisiisnics Ardicse Server and client componer_nts can _be deployed across the enterprise or across domain boundaries as all application programming interfaces (A
OpenAM based on an identity-services architecture.
Flexibility and Extensibility Many OpenAM services expose a service provider interface (SPI) allowing expansion of the framework to provide for specific deployment need:

Internationalization OpenAM contains a framework for multiple language support. Customer facing messages, API, command line interfaces, and user interfaces ar

languages.
- OpenAM supports multiple authentication methods out-of-the-box, and new authentication methods can be written using the extensibility feature

Authentication

framework.
Authentication modules History of OpenAM
Authentication module Description OpenAM is the continuation of the open source project OpenSSO from Sun Microsystems. The first release
of OpenAM in February 2010 was based on Build 9 of OpenSSO.
Active Directory Authenticate your users stored in Active Directory

OpenSSO had its origins in the Sun Microsystems Sun Access Manager 7.10, OSun Access Manager
Anonymous Ideal when you need to give customers guest access to public ~ SAMLv2 PluginO and OSun Federation Manager 7.00. The 3 products from Sun were combined to create the
open source project OpenSSO.

iz IPIDUEIES Sl euineiliesiterh WS X CaniiteelEs During the evolution of OpenSSO, there was an intermediate name for the project, this name was OSun Java

Data Store Uses the user data store to perform authentication System Federated Access Manager 8.00 or OSun FAM 8.00. The name was not used for the commercial
release, and it was changed to OpenSSO, however this intermediate name was used to perform the Liberty

Federation Authenticate using a federation protocol such as SAML2 Alliance SAML 2.0 compliance tests.

HTTP Basic Browser based authentication As an open source project, OpenSSO has released 9 builds. The latest build of OpenSSO has been used to
build the OpenAM Release 9 and currently ForgeRock has the release 9.5.2.

JDBC Authenticate using user credentials stored in a database

LDAP Valid your users using any LDAPV3 directory server Ab t F R k

: ) . Oout Forgenoc
Membership Allows users to self register, ideal for portals g

. . ) . i . Aglobal company with bases in the UK, USA and Norway, ForgeRock is committed to continuity of
LRI Authenticates using their mobile number (via a WAP gateway,  jnnovation and service for the existing and new open source interaction, identity, and integration software
found within the I3 platform. ForgeRock provides customers with enterprise-class subscriptions for the

o ST & CIRe WS PESSTIE SEit o Hs My WA Gl @ platform as well as training and access to an extensive partner community.
RADIUS Authenticate a user using RADIUS For more information, igit//www.forgerock.com

SAE Used to authenticate during SAML2 Security Attribute Exchan

Windows Desktop SSO Instant Single Sign On for Windows Desktop users Contact

Windows NT Authenticate users against a Windows NT domain info@forgerock.com

WSSAuth Authenticate Web Service clients using Web Services Securit' phone: +47 21520108

RSA Securld Authenticate against an RSA ACE server http:/Aiwww.forgerock.com

SafeWord Authenticate against a SafeWord server

This document is provided for information purposes only and the contents hereof are subject to change without notice. This document is provided Oas-isO and not warranted to be error-free, nor subject to any c
conditions, whether expressed orally or implied in law, including implied warranties and conditions of merchantability or fitness for a particular purpose. We specifically disclaim any liability with respect to this do
contractual obligations are formed either directly or indirectly by this document. ForgeRock, OpenAM, OpenDJ and OpenIDM are trademarks of ForgeRock AS. All other product or service names are trademark
companies.
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