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Executive Summary

What is TDIF and why does it matter? 

The Australian Trusted Digital Identity Framework (TDIF) is 
a set of rules and standards that accredited members of 
the digital identity federation must follow. It ensures that 
everyone has a safe, secure, consistent, and reliable way 
to use government services online. Government agencies 
and organisations applying for TDIF accreditation undergo 
a series of rigorous evaluations across all aspects of their 
operations, and participants are required to demonstrate 
their service meets strict requirements for usability, 
accessibility, privacy protection, security, risk management, 
fraud control, and more. Once accredited, participants need 
to continually demonstrate they meet their TDIF obligations 
by undergoing annual assessments.

But what does this all really mean and why is it important? 
The United Nations Commission on International Trade 
Law (UNCITRAL1) defined an identity system as “an online 
environment for identity management transactions 
governed by a set of system rules (also referred to as a 
trust framework) where people, organisations, services, and 
devices can trust each other because authoritative sources 
establish and authenticate their identities for the purpose of 
facilitating identity transactions.”

Historically, governments leveraged “syndicated” identity 
systems to provide single sign-on (SSO) access to public and 
private sector services. However, in today’s modern digital 
world they prefer a decentralised model (federated system) 
enabling people to access public and private sector services 
through a choice of identity providers. A trust framework 
provides an efficient and scalable approach that readily 
facilitates the operation of a federated identity system.

It’s all about trust, consent, and collaboration 

With increased collaboration between government and the 
private sector in delivering services to citizens, having an 
ecosystem that allows for secure integration, sharing, and 
collaboration between Relying Partners/ Service Providers, 
with active user consent, becomes paramount. To ensure the 
success of Australian Federal Government initiatives such as 
the Aged Care Reform, the Identity System needs to make it 
easy and secure for care service providers (health services, 
aged care homes, and others), care seekers, and their trusted 
care-givers to engage and interact. 

A core component of trust and collaboration is consent. The 
user should always be in control of the level of details they 
are prepared to disclose (considering the services they want 
to receive), with whom they allow these details to be shared, 
and who can act on their behalf. To address this concern, 
government agencies need to consider how consent is 
presented and accepted, how delegation is managed, and 
how it flows into the service delivery processes.

“Open” and “restricted” communities  

The concept of “open” and “restricted” can be as simple as 
keeping internally facing workloads and identities separate 
from public facing workloads and identities. Security 
classification levels can also be used to deploy appropriately 
configured and compartmentalised environments.

How ForgeRock can help

ForgeRock provides solutions that enable governments and 
private sector organisations to build identity ecosystems 
that provide asserted identity information to facilitate 
trusted, secure, and private interactions between ecosystem 
participants. By using ForgeRock, government agencies, as 
well as private sector participants, will benefit from modern 
and secure mechanisms to provide their users access to 
services whilst only sharing attributes required for service 
delivery and interactions.

ForgeRock allows your agency to build solutions that aligns 
with the TDIF core principles:

• Privacy: ForgeRock enables you to securely store data
as well as to ask for and manage user consent at several
levels, ranging from managing terms and conditions,
managing run-time consent, and applying other technical
means including, but not limited to, fractional replication,
pairwise identifiers, and data redaction.

• Security: ForgeRock supports strong cryptography for
data in transit (example: transport layer security [TLS]) at
rest, as well as for encrypting and signing data in protocols
such as OpenID Connect (OIDC), OAuth 2.0, and Security
Assertion Markup Language 2.0 (SAML 2).

• Integrity: ForgeRock provides Identity Governance
and Administration (IGA) solutions that allow for the
implementation of good governance as it relates to
certifications of access, analysis of access, approval of
access, segregation of duty enforcement, and audit trails.
Such capabilities can be leveraged by the Oversight
Authority for regular audit and review activities.
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1 Authentication Credential Requirements Trusted Digital Identity Framework August 2018, version 1.3, https://dta-www-drupal-20180130215411153400000001.s3.ap-southeast-2.
amazonaws.com/s3fs-public/files/digital-identity/Trusted%20digital%20identity%20framework%202/Authentication%20Credential%20Requirements.pdf

2 Image source: https://www.digitalidentity.gov.au/sites/default/files/2021-02/digital-identity-system-infographic.png

Not only does ForgeRock support core standards such as OIDC/OAuth 2.0, SAML 2 and User-Managed Access (UMA 2) which are 
used at the core of TDIF, we also provide strong authentication options allowing Credential Service Providers to implement TDIF 
Authentication Credential Level (CL)1 CL1 – CL3 based-flows whilst, at the same time, providing modern user experiences that 
users have come to expect.

The ForgeRock Identity Platform provides a comprehensive set of access management, identity lifecycle, identity governance, 
and secure storage capabilities to cater to Identity Service Providers, Identity Exchanges, Attribute Service Providers, and Relying 
Parties. Figure 1 shows a high-level view of how ForgeRock key features map to TDIF. 

Figure 1: ForgeRock Support for the Trusted Digital Identity Framework (TDIF)2

ForgeRock for Identity 
Exchanges
The central part in TDIF is the Identity Exchange, which 
acts as a hub responsible for integrating Identity Service 
Providers, Attribute Providers, and Relying Parties. The 
participants in the TDIF ecosystem may provide services that 
are specialised or have certain characteristics.

For example, Identity Service Providers may offer various 
identity assurance levels, an Attribute Provider may specialise 
in health-related attributes, and a Relying Party may focus 
on providing healthcare services for the elderly. The Identity 
Exchange must support the Relying Parties to provide secure 
user experiences for various demographics requiring access 
to government or private sector services. 

ForgeRock Intelligent Access allows you to configure the 
selection of Identity Service Providers offered to a user. 
Often, Identity Service Provider selection is based on the 
OIDC protocol that ForgeRock supports natively.

Figure 2 shows a simple example of what a Identity Service 
Provider selection could look like.

Figure 2: Selecting an Identity Service Provider

https://dta-www-drupal-20180130215411153400000001.s3.ap-southeast-2.amazonaws.com/s3fs-public/files/digital-identity/Trusted%20digital%20identity%20framework%202/Authentication%20Credential%20Requirements.pdf
https://dta-www-drupal-20180130215411153400000001.s3.ap-southeast-2.amazonaws.com/s3fs-public/files/digital-identity/Trusted%20digital%20identity%20framework%202/Authentication%20Credential%20Requirements.pdf
https://www.digitalidentity.gov.au/sites/default/files/2021-02/digital-identity-system-infographic.png
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ForgeRock for Relying Parties 
A relying party provides online digital services to people with a digital identity. A Relying Party is a TDIF participant, but it is not 
accredited. The Relying Party interacts with accredited TDIF participants. 

It is expected that, over time, TDIF will serve both government and private sector participants. ForgeRock is well-suited for 
developing Relying Party solutions because it supports standards and associated software development kits (SDKs). A ForgeRock-
based Identity Exchange and Identity Service Provider would configure the user facing identity flows, which are exposed over 
REST, using ForgeRock Intelligent Access. In combination with the ForgeRock SDKs, Relying Parties will easily be able to interact 
with the configured identity flows and render appropriate authentication, authorisation, and consent experiences. 

ForgeRock Intelligent Access, as configured at the Identity Exchange and the identity Service Provider, will allow Relying Parties 
to provide user experiences aligned with the Credential Levels (CL) levels (similar to NIST Authentication Assurance Levels) as 
defined by Credential Service Providers.

Figure 3: ForgeRock Software Development Kits (SDKs)

ForgeRock for Attribute Providers
The ability to securely share attributes related to an identity is becoming increasingly important. Attributes can be asserted at 
different levels – from a self-asserted attribute to attributes attested by an attribute verification process. Self-asserted attributes 
could relate to user preferences, whilst strongly attested attributes can indicate, for example, legal guardianship.

It is expected that TDIF will cater to different types of attribute providers, but they will all be required to obtain a user’s consent 
before anything is shared. In ForgeRock’s view, the approach for attribute sharing and associated consent management 
processes should be standards based.

ForgeRock supports the User Managed Access (UMA) standard. It is defined by Kantara and based on OAuth 2.0. This standard, 
in combination with ForgeRock’s value-added features is well suited for sharing user-consented attributes and associated 
management. A user will be able to control what is shared and with whom, respond to sharing requests, and make discoverable 
the attributes they may share with others.

Active work within Kantara may also lead to accepted standardisation of how consent is captured in the form of consent 
receipts. Establishing standards in this area will improve auditability and data portability.
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for you (e.g. jailbreak detection)

ForgeRock SDKs for IOs, Android and Javascript
The SDKs help you build secure apps faster
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ForgeRock provides an open source example implementation of a UMA resource server and UMA proxy. These can be leveraged 
by the Attribute Provider for integration with the ForgeRock authorisation server, allowing a user to authorise and consent to the 
attributes that are shared.

Figure 4: A ForgeRock-Based UMA Example Architecture
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The example in Figure 4 shows how the UMA Resource Server is integrated with the ForgeRock authorisation server and how a 
content service is providing the resources under UMA control.

A typical UMA client flow has the following steps:

1. The Requesting Party (using the Client Application) makes a request to obtain the “resource”, from the Resource Server. The
Resource Server returns a Permission Ticket because of either a missing or invalid Requesting Party Token (RPT).

2. The Requesting Party needs to authenticate with the Authorisation Server and obtain an OAuth 2.0 authorization code.

3. The authorization code and the client OAuth 2.0 credentials are used to obtain a Claim Token from the Authorisation
Server.

4. Using the Permission Ticket and the Claim Token, the Requesting Party Token (RPT) is obtained from the
Authorisation Server.

5. With a valid Requesting Party Token (RPT), the request for the “resource” is resubmitted to the Resource Server. The
“resource” is returned.

Each UMA Requesting Party Client Application will need to implement all of these steps to support the UMA flow. The UMA Client 
Proxy simplifies Client Application development. A single REST call is made. The UMA Client Proxy can cache Requesting Party 
Tokens (RPT) for improved performance.
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Figure 5: UMA Client Proxy Simplifying Client Integration
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Figure 5 shows how the UMA Proxy simplifies the UMA flows for the client applications by providing a single REST application 
programming interface (API), as opposed to having the client applications having to issue several REST calls directly to the UMA 
authorisation server and the UMA resource server. 

ForgeRock for Identity Service Providers

with specialist identity verification providers, as well as for 
customer integration with verification systems.

Identity Service Providers should prioritize the use of 
modern standards and technologies because they support 
secure and convenient interactions as end-users consume 
and interact with Relying Parties in a TDIF ecosystem. 
Usernameless and passwordless authentication based on 
the FIDO2 WebAuthn standard is an example of more secure 
and convenient authentication. 

With ForgeRock Intelligent Access, it is straightforward 
to create user journeys that translate into run-time 
executable flows that provide choice and options for how to 
authenticate or authorise a user. This includes the ability to 
offer a choice of authentication method, either interactively 
or based on user preferences. It also allows for offering new 
or specialised authenticators as required or as they become 
available in the market.

The Identity Service Provider role may be the most important 
one amongst the TDIF participants. The Identity Service 
Provider will create and assert a digital identity. This is a 
fundamental step and process in establishing trust in the 
TDIF ecosystem. Just as participants are accredited, there’s 
a need to establish the level of trust for identities being 
presented to access services.

The Identity Service Provider will require varying levels of 
proof of identity to complete this process. The assertion 
process can be fully digital or a mix of digital and physical 
interactions. Proof of identity may include physical 
identity documents (example: passports), other identifying 
documents (example: utility bills), biometric matching, or 
others.

Identity Service Providers can leverage the flexibility 
of ForgeRock Intelligent Access to design on-boarding, 
authentication, authorisation, consent flows, and self-
service flows that will provide secure and convenient user 
journeys. The ForgeRock Trust Network allows for integration 
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Figure 6: Dynamic User Journeys with ForgeRock Intelligent Access

As outlined in the Credential Service Provider section earlier, ForgeRock Intelligent Access is also the feature that underpins the 
design of TDIF CL1   – CL3 flows.

ForgeRock for Credential Service Providers
ForgeRock Intelligent Access allows you to combine authenticators to configure orchestrated journeys for varying levels of 
assertion (TDIF Authentication Credential Levels CL1 – CL3, NIST Authentication Assurance Levels AAL1 – AAL3) as required by a 
service. 

Below is an example of a CL1 journey using a memorised secret (username/password).

Figure 7: TDIF CL1 Authentication Journey
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Figure 8: TDIF CL2 Authentication Journey

Figure 9: TDIF CL3 Authentication Journey 

Below is an example of a CL2 journey using a memorised secret (username/password) and an out-of-band 
authenticator (push notification).

Below is an example of a CL3 journey using a single-factor one-time password (OTP) device based on Open 
Authentication (OATH) architecture and multifactor crypto-software (WebAuthn).

ForgeRock for the Oversight Authority

Amongst the responsibilities of the Oversight Authority is 
operational system assurance. In part, this means ensuring 
that the TDIF operational principles are met as they relate to 
privacy and security. To accomplish this, it can be expected 
that the participants, as part of their risk management 
processes, will be required to audit access, provisioned 
entitlements, and other operational aspects related to 
issuing and maintaining accreditation of the relevant TDIF 
participants.

ForgeRock solutions for Identity Governance & 
Administration (IGA, including artificial intelligence (AI)/
machine learning (ML) based solutions such as Autonomous 
Identity, are useful for TDIF participants as well as for the 
Oversight Authority itself.

As an example, ForgeRock IGA can be used by TDIF 
participants requiring accreditation to implement their 
controls with respect to how their workforce is provisioned 
only with the access entitlements required for their 
current roles. Automation and approvals for joiner, mover, 
and leaver processes is at the core of identity lifecycle 
management controls for a workforce.

For both the core TDIF participants and the Oversight 
Authority, ForgeRock Autonomous Identity, an AI/ML-
based solution, is useful for analysing how entitlements are 
provisioned and the level of confidence that entitlements are 
correctly provisioned. Autonomous Identity can be used as a 
review tool or as an ongoing operational system to analyse 
entitlements provisioned by the TDIF participants.



About ForgeRock

ForgeRock®, (NYSE: FORG) is a global leader in digital identity that delivers modern and comprehensive identity and access management solutions 
for consumers, employees and things to simply and safely access the connected world. Using ForgeRock, more than 1300 global customer 
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Autonomous Identity

AI-Driven Contextual Insights

• Low/Medium/High-risk confidence scores
• Explainable access justification predictions
• Recommended entitlements for users
• Risk-based remediation recommendations

AI-Driven Actions

• Push remediation recommendations
• Push access predictions
• Push access provisioning
• Push access de-provisioning
• Push role definitions

Leverage All Your Existing 
Identity Investments

ForgeRock Autonomous Identity

Conclusion
Governments, private sector participants and citizens can have trusted, secure, and privacy-centric engagements and 
interactions by using a modern IAM solution. The user needs to be at the centre of your IAM design to cater to any use case, with 
strongly assured identities and attributes and assured statements about identity and attributes. Flexibility is key.

Regardless of your role in the TDIF-based ecosystem, ForgeRock provides the foundation for your secure, trusted, and scalable 
digital identity-based solution that provides your users more confidence and control. 
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