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THE ROAD TO

Passwordless
Authentication

So you want your organization to go passwordless. No wonder. The FIDO2 WebAuthn
standard enables authentication using unphishable credentials that are stored on
users' devices.

Now supported by major devices, browsers, and operating systems, FIDO2 WebAuthn
makes it possible to get rid of the username and password, thereby increasing security
and reducing user friction from the authentication experience.



are you ready to go passwordless?

Take a look at your starting point, and see how ForgeRock can help you on your
journey to passwordless authentication.
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ForgeRock makes it possible to
add modern IAM experiences
and security controls on top of
your legacy systems.

(" ForgeRock"

Identity
Platform
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To go
passwordless,
you need IAM
protocols like
SAML, OpeniD
Connect, and

OAuth2.

Migrate apps to
ForgeRock at your
own pace, or
co-exist.

Determine which
users and which
apps should go

passwordless.
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Hello!
You must already be a
ForgeRock customer!
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Enable single sign-on (SSO) for
——@ applications, workstations, and
systems.

These technologies
increase security for all

Enable phishing-resistant apps and users.

multi-factor authentication
(MFA) for workforce

infrastructure (desktop and

RADIUS) and all applications.
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First time visitors?

Let them sign up with just

an email address. At their next
visit, give consumers the option to
sign in with a FIDO2-compliant
device, such as a security key or
laptop biometric sensor. Or allow
them to choose their MFA
preferences.

A leading telecommunications
co. offered passwordless MFA for
every 10th user for several
weeks, then every 5th user,
eventually on-boarding millions
with very little friction.
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Orchestrate
adaptive
passwordless user
journeys in
ForgeRock
Intelligent
Access
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® Start with the most critical

apps, the highest-risk users,
and/or the most tech-savvy
users.

Communicate your
deployment plans to minimize
user surprise.

Deploy passwordless
incrementally: by app and by
user-group.

Keep backup methods in
place if passwordless device
is lost or replaced.

A leading financial services
company used ForgeRock to
deploy passwordless MFA to
admins, then traders, then on to
the rest of the organization.
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f passwordless authentication To learn more about FIDO2
WebAuthn passwordless

e Secure: Login credentials are unique for every website. Unlike usernames and authentication, download the
passwords, credentials are never transmitted on the wire, thus eliminating , . Y at .
person-in-the-middle attacks. Solution Brief, “It's Time to Go

Passwordless”

e Convenient: It uses simple built-in methods, such as fingerprint readers or cameras,

or leverages easy-to-use FIDO security keys. Consumers can select the device that
best fits their needs.

* Private: Keys are unique and can't be used to track users across sites.

About ForgeRock

ForgeRock®, (NYSE: FORG) is a global leader in digital identity that delivers modern and comprehensive identity and access management solutions for
consumers, employees and things to simply and safely access the connected world. Using ForgeRock, more than 1300 global customer organizations

orchestrate, manage, and secure the complete lifecycle of identities from dynamic access controls, governance, APIs, and storing authoritative data - aﬂﬂg
consumable in any cloud or hybrid environment. The company is headquartered in San Francisco, California, with offices around the world. For more

information and free downloads, visit www.forgerock.com or follow ForgeRock on social media.
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