
CUSTOMER CASE STUDY 

Swisscom Automates 
Customer Onboarding and 
Subscription Management 
for Dozens of Digital 
Services through a Single 
Self-Service Portal 
Leading Swiss telecom federates identity and access 
management with the ForgeRock Identity Platform™, 
accelerating service time to market and elevating the 
customer experience

As Switzerland’s leading telecommunications company, Swisscom 
exemplifies what it means to be a multichannel information and 
communication service provider in the digital age. The company 
provides a broad spectrum of digital services, including mobile, 
fixed network, broadband, and digital TV services for businesses 
and consumers. Swisscom is also one of the largest providers 
of IT services in Switzerland. Moreover, the company develops 
and maintains wireless and wireline network infrastructure, 
distributes broadcasting signals, and is active in the banking, energy, 
entertainment, advertising and healthcare sectors.

As such, Swisscom offers a staggering range of capabilities 
and offerings. This is both a business strength, and a technical 
challenge—especially when it comes to identity and access 
management. For example, in simpler times, when Swisscom 
provided a single service—landline telephone—there was a single 
account owner and identity was straightforward. But today, a single 
account owner may subscribe to numerous services accessed by 
multiple users through a variety of devices. So today, Swisscom relies 
on the ForgeRock Identity PlatformTM as a framework for federating 
identities and streamlining access management.

“The ForgeRock platform enables 
us to give users direct, secure 

access to a portal where they can 
manage their credentials and service 
subscriptions. It greatly reduces the 

need for manual human intervention 
and improves the customer 

experience.” 
 

Rolf Hausammann
Head of IAM, Swisscom

CUSTOMER

Swisscom, Switzerland’s leading telecoms 
company and one of its leading IT companies, 
is headquartered in Ittigen, close to the capital 
city Berne. Outside Switzerland, Swisscom 
has a presence on the Italian market in the 
guise of Fastweb. In 2019, 19,300 employees 
generated sales of CHF 11,453 million. It is 51% 
Confederation-owned and is one of Switzerland’s 
most sustainable and innovative companies.
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Consolidating Identity and 
Access Management
With such a diverse range of service offerings and a mix of legacy 
identity providers, Swisscom brought in Rolf Hausammann to lead the 
company’s identity and access management (IAM) transformation. 
The primary focus with ForgeRock was initially focused on the 
business side of the operation. The challenge was that Swisscom 
did not have a standard process or any kind of automation for 
onboarding new business customers.

Hausammann, Head of Identity and Access Management at Swisscom, 
says, “We didn’t have a standardized, federated trust mechanism in 
place, so it was always a major project to bring on a new business 
account or make any changes to an account. For example, if an 
employee at a business customer account changed his or her mobile 
number that was used as second factor or was given authority to 
access more sensitive data in a hosted environment, everything had 
to be handled manually. It was error-prone, and could take hours if 
not a day to two to change their access privileges.”

To address this situation, Hausammann launched the “One ID Broker” 
initiative to simplify integration and standardize processes to enable a 
shift from manual human-to-human account servicing to online self-
service. Up to that point, Swisscom had three ID brokers and more 
than a dozen legacy ID providers and local accounts. Today, they all 
have been consolidated onto a single ID broker built on the ForgeRock 
platform.

“We use ForgeRock to establish and federate trust,” Hausammann 
notes. “ForgeRock provides us with a platform where we can 
configure our access policies and enforce them through the whole 
landscape of products and online services we offer.”

 Streamlining the Customer 
Experience With Online  
Self-Service
Swisscom’s One ID Broker is a major process transformation effort, 
designed to automate many of the manual, back-office functions 
needed to manage user identities and link user attributes to specific 
services. For example, Swisscom uses ForgeRock as a central identity 
management platform for all unique user identities and their 
attributes, which can then be applied to any new service requests. 
This capability affects both internal and external processes.

Hausammann explains, “If we build a new service, we can now provide 
a standardized interface for the owner of the service. The engineering 
team connects to the ID broker with little to no manual involvement 
and gets their service ready to go to market. It reduces time and cost 
in the back office, while improving quality and scale.”

For customers, the automated ID broker platform enables Swisscom 
to synchronize user identities with a business customer’s directory-
based identity service, such as Active Directory, as well as support 
identity synchronization through Azure or social media platforms 

CHALLENGE

Minimize manual, human-to-human 
interaction to enable a shift to customer 
online self-service by building a standardized 
trust mechanism for identity and access 
management.

SOLUTION

Consolidate identity and access management 
onto the ForgeRock Identity Platform, 
enabling federated IAM across hundreds 
of services and tens of thousands of end 
users to automate customer onboarding and 
streamline subscription updates and changes.

BENEFITS

• Standardizes and automates IAM to 
accelerate customer onboarding and 
activation of new service offerings

• Enables shift from human-to-human 
service activation to online self-service

• Synchronizes with the customer’s 
identity repository to streamline identity 
provisioning

• Helps Swisscom accelerate time to market 
for new services while reducing back-office 
costs

• Elevates the customer experience by 
providing a single portal to access and 
manage multiple service subscriptions

“When we launch a new service or 
onboard a customer, there’s no 

longer the need for a big project to 
build the IAM part. With ForgeRock, 
the IAM capability is already there 
and can be consumed as needed. 

There’s no human-to-human 
interaction or back-office processing 
needed. This means faster time to 

market, as well as the possibility for 
enormous cost savings.”

Rolf Hausammann  
Head of IAM, Swisscom
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such as LinkedIn. For smaller customers, Swisscom 
can even issue and maintain unique user identities for 
them, which can then be used by account owners and 
employees to access Swisscom services.

“The ForgeRock platform enables us to give users direct, 
secure access to a portal where they can manage their 
credentials and service subscriptions,” Hausammann 
says. “It greatly reduces the need for manual human 
intervention and improves the customer experience.”

Standardization and automation of identity and access 
management (IAM) also helps Swisscom during the sales 
cycle, when setting up a proof of concept (POC) or future 
trial subscription services for business customers. As 
with everything else, running a POC or trial had been 
a manual process, requiring Swisscom to expend time 
and resources provisioning identities and establishing 
temporary access to the service. Now, Swisscom can 
sync with the customer’s identity repository, and 
through one central system, control which users have 
access to which functionality in the Swisscom service 
portfolio.

Hausammann notes, “Before, a trial subscription 
was usually limited to one or two users. Now, we 
can provision an entire company for a trial period so 
the customer gets the full experience of our service 
offering.”

Delivering Faster Time 
to Market and a Quality 
Customer Experience
 The One ID Broker initiative is an ongoing program, and 
while approximately 110 Swisscom services are now 
running on the platform, there are many more yet to 
be added. But the foundation is in place, and Swisscom 
is already seeing positive results by streamlining the 
service experience for customers and their employees, 
and returning the benefits of efficiency and cost 
reduction back to Swisscom.

“When we launch a new service or onboard a customer, 
there’s no longer the need for a big project to build the 
IAM part,” Hausammann points out. “With ForgeRock, 
the IAM capability is already there and can be consumed 
as needed. There’s little to no human-to-human 
interaction or back-office processing needed for 
standard cases. This means faster time to market, as 
well as the possibility for enormous cost savings.”

He adds, “From the customer perspective, it’s a better 
user experience. They can access any service they want 
using the same credentials through the same portal. 
They can get to the services they want faster, and make 
new service requests or changes themselves without 
needing us to do it manually.”

Looking ahead, Swisscom will continue to bring the 
rest of its business services into the One ID Broker 
platform, and longer term, leverage ForgeRock 
to extend the same standardized, federated, and 
automated IAM capabilities to its consumer services 
portfolio. Eventually, Hausammann says he would like 
to move the entire IAM platform to the cloud for greater 
agility and the ability to provide local access points to 
accelerate load times for the services portal.

For now, Hausammann is focused on the immediate 
future. “With ForgeRock and the One ID Broker, we 
have a solid foundation. Now we need to build on that 
foundation across our business and consumer portfolio, 
to delight all our customers with the same efficient, 
high-quality experience whenever they engage with our 
services.”

https://www.forgerock.com/
https://www.facebook.com/ForgeRockIdentity/
https://www.linkedin.com/company/forgerock/
https://twitter.com/ForgeRock
https://www.instagram.com/forgerock/

